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Total detected vulnerabilities per network

PLUGIN_ID | PLUGIN_NAME RISK_FACTOR E:)taal van IP_ADDRESS IP_Subnet | CVE

132101 Windows Speculative Execution Configuration Check Medium 76 192.168.2

63155 Microsoft Windows Unquoted Service Path Enumeration Medium 75 192.168.2

149398 KB5003173: Windows 10 20H1 / 20H2 May 2021 Security Update High 43 192.168.2

135901 Windows Malicious Software Removal Tool Elevation of Privilege Vulnerability Medium 33 192.168.2

149401 Security Updates for Microsoft Office Products (May 2021) Medium 24 192.168.2

149397 Security Updates for Microsoft Excel Products (May 2021) Medium 23 192.168.2

149399 Security Updates for Microsoft Word Products (May 2021) Medium 23 192.168.2  CVE-2021-31180
35453 Microsoft Windows Update Reboot Required High 17 192.168.2

136670 IntelA® PROSet/Wireless WiFi Software x < 21.70.0 Multiple Vulnerabilities Medium 14 192.168.2

132101 Windows Speculative Execution Configuration Check Medium 13 192.168.4

144813 Microsoft Teams < 1.3.0.13000 Remote Code Execution Medium 13 192.1682  CVE-2020-17091
63155 Microsoft Windows Unquoted Service Path Enumeration Medium 13 192.168.4

132101 Windows Speculative Execution Configuration Check Medium 11 192.168.253

51192 SSL Certificate Cannot Be Trusted Medium 11 192.168.10

51192 SSL Certificate Cannot Be Trusted Medium 11 192.168.2

57582 SSL Self-Signed Certificate Medium 11 192.168.10

63155 Microsoft Windows Unquoted Service Path Enumeration Medium 11 192.168.253

104743 TLS Version 1.0 Protocol Detection Medium 10 192.168.2

15901 SSL Certificate Expiry Medium 10 192.168.252

42873 SSL Medium Strength Cipher Suites Supported (SWEET32) Medium 10 192.1682  CVE-2016-2183
57582 SSL Self-Signed Certificate Medium 10 192.168.2

104743 TLS Version 1.0 Protocol Detection Medium 9 192.168.251

132101 Windows Speculative Execution Configuration Check Medium 9 192.168.180

132101 Windows Speculative Execution Configuration Check Medium 9 192.168.251

139239 Windows Security Feature Bypass in Secure Boot (BootHole) Medium 9 192.168.2

149259 KB5001330: April 2021 Windows 2004 & 20H2 Security Update High 9 192.168.2

149379 Adobe Reader <= 2017.011.30194 / 2020.001.30020 / 2021.001.20149 Multiple Vulnerabilities (APSB21-29) High 9 192.168.2

149398 KB5003173: Windows 10 20H1 / 20H2 May 2021 Security Update High 9 192.1684

42873 SSL Medium Strength Cipher Suites Supported (SWEET32) Medium 9 192.168.251 CVE-2016-2183
51192 SSL Certificate Cannot Be Trusted Medium 9 192.168.251

57582 SSL Self-Signed Certificate Medium 9 192.168.251

63155 Microsoft Windows Unquoted Service Path Enumeration Medium 9 192.168.180

Totaal 223



